










The virus erased data on three-quarters of 
Aramco’s corporate PCs — documents, 

spreadsheets, e-mails, files — replacing all of it 
with an image of a burning American flag. 



• “Hash” = cached credential
• Usually not “cleartext”

• Identically powerful to “cleartext” by most systems

• Can be stored in memory or persisted on disk

• Most operating systems cache credentials for single 
sign on (SSO)
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• Attacker gains local admin access to initial system

• Uses collected hashes to move laterally through the 
network

• Additional hashes are collected as they go
• New hashes give access to additional systems

• Network/domain privileged account compromised  Game Over
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1. Attacker targets workstation(s)

2. User running as local admin (or critical 

security vulnerability) is compromised, 

attacker harvests credentials

3. Attacker uses credentials for lateral 

movement or privilege escalation

4. Attacker acquires domain admin 

credentials

5. Attacker exercises full control of data 

and systems in the environment 



• Windows supports SSO through security packages, 
which store “hashes”:
• MSV1_0: NTLM, NTLMv2 hash

• WDigest: cleartext

• Kerberos: TGTs, service tickets and cleartext

• Many connections require NTLMv2
• Target system specified as IP address

• Legacy applications

• Server configuration



• “Discovered” in 1997
• SMB client accepted NTLM password hashes

• “Weaponized” in 2008 by Hernan Ochoa (Amplia
Security)
• Pass-the-Hash Toolkit injected NTLM hashes into a logon session

• More advanced Windows Credential Editor (WCE) introduced in 2010

• Bread-and-butter for pentesters



• Kerberos is not immune

• First “discovered” in 2010: 

• Weaponized by Herman Ochoa in 2011





• Microsoft published 
Pass-the-Hash guidance 
in December 2012.

• Highlighted best 
practices and dispelled 
urban legends

http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating Pass-the-Hash (PtH) Attacks and Other Credential Theft Techniques_English.pdf




• Two new well-known 
groups:
• “Local account”

• “Local account and member of Administrators 
group”

• Useful for restricting 
access



• Reduced plaintext 
footprint
• TSPKG 

• Wdigest

• Kerberos

• LSASS Protected Mode



• Remote administration 
can expand exploits
• RDP sends plaintext password to 

target

• New “restricted 
administration” mode 
sends no delegable 
credential

A secretary with no access to anything is 
phished. The attacker easily determines 
this but installs a kit to introduce malware 
that degrades performance. The secretary 
calls the help desk. Using smart card 
MFA, the help desk remotely connects to 
the secretary’s machine. The malware 
captures the help desk hash. The attacker 
can then replay that hash on other 
machines, gradually gaining information 
on those machines. They can further 
capture the hashes on those systems and 
keep exploiting.

- US General Services Administration 
(GSA)



• Client hardening
• Policy restrictions

• NTLM hash discarded

• Domain hardening
• NTLM authentication fails

• Kerberos rejects weak ciphers

• Kerberos limits ticket lifetime



• Authentication Policies constrain Kerberos ticket 
issuance

• Can configure conditions on users, computers or 
resources and ticket lifetime

• Authentication Silos enable isolation of accounts and 
resources that have constrained network scope
• Authentication Policies are configured for users, computers and managed service accounts belonging 

to Silo

• Silo member tokens include Silo claim 



• Network security is the key to address the PtH

• Windows 8.1/2012R introduces some tools for 
limiting PtH
• Local account protections

• Domain account protections

• Protected domain accounts

• Authentication policies and Silos




